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1. AHoTauis 10 Kypcy

[Hdopmaniiini npouecu, M0 MPOXOIATh NOBCIOJHO y CBITi, BUCYBAIOTh HA MEPIIAN
IJaH, MOpsA 13 3ajJadaMd  e(EeKTUBHOTO OMNpaloBaHHsS 1 mepenadl  iHpopMarii,
HaWBaXJMBINIY 3a7auy 3a0e3neueHHst Oe3neku iHQopmanii. Lle mosicHioeThCs 0cOOIMBOIO
3HAYMMICTIO JUIS PO3BHUTKY JepKaBH HOro iH(OpMAIiiiHUX pecypciB, 3pOCTaHHIM BapTOCTI
iHpopMarlii B yMOBaxX pHHKY, il BUCOKOIO Ypa3lMBICTIO 1 HEpIAKO 3HAYHUM 30UTKOM Y
pe3yabpTaTi ii HEeCaHKI[IOHOBAHOTO BUKOPHCTAHHS.

Kypc «3axuct inpopmanii B iHGOpMaLIHHO-KOMYHIKALIHHUX CHCTEMAax» TOTYeE
ciyxadiB 70 ceptudikaniitnoro icnuty Implementing Cisco Network Security (IINS) (210-
260), micns sskoro MoxkHa otpumatu cepTudikaiiro CCNA Security.
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2. Meta Ta 3aB/IaHHSI KypCY

Meta qucuuIuiinu — GopMyBaHHS TEOPETUUHUX 3HAHb 11010 MOXKJIMBHUX HeOe3NeK
1 CTyHeHs pPHU3UKY BTpaT iHpopMalli, a TaKoX YMIHb Ta KOMIIETEHIIIH, 10 OB’ A3aH1 3
BUBUEHHSM MPHUHIMIIB 1 METOAIB oOprasizauii 3axucTy I1H(opmamii B KOMMI'IOTEPHHX
CHUCTEMax, pO3IIAAal0ud CydacHI amapaTHl 1 MporpamHi 3acoOM, MPU3HAYCHI IS 3aXHCTY
1H(popMaii, TPUHIMIK (PYHKIIOHYBAHHS CUCTEM 3aXUCTY, PO3pOOJIEHUX 3 BUKOPUCTAHHIM
Cy4aCHHUX METO/IB.

3aB1aHHs KypCY:

— 3a0e3neyeHHs! NIMOOKOro TEOPETUYHOIO PO3YMIHHS MEPEKEBOT O€3MeKH;

— HaBYaHHS HABUYOK 1 3HaHb, HEOOXIAHMX I MPOEKTYBAHHS 1 MIATPUMKHU CHUCTEM
MepexKEBOI OE3MEKH;

— O3HalOMJICHHS 3 IPAKTHUYHUM JOCBIJIOM 3 ypaxXyBaHHSIM raly3eBUX 0COOIUBOCTEN IS
MIArOTOBKHU 300yBaviB 10 poOOTH B cpepi MepekeBoi O€3MEKH 1 BUKOHAHHS pOOIT Ha
MIOYaTKOBOMY PIBHI B KOHKPETHHUX Tally36X;

— HajgaHHA 3J00yBadyaM MOXKJIMBOCTI MpakTH4YHOI pobOotu Ha IT-oOmamHanHl s
MIATOTOBKK 1X JI0 37a4i cepTHQIKAIiHHUX ICIUTIB 1 MOJANBIIN poOOTI B SKOCTI
(axiBLiB 3 MepexKEBOI OE3MEKH.

3. Pe3yjabTaTH HAaBYAHHS

3n00yBaui.

3HaTh: Cy4acHl 3arpo3u, MOXJUBI B 1HPPACTPYKTYpl OOUYHCIIOBAIBHUX MEPEXK,
TEXHOJOr1i O€3MeKH, MOHITOPUHTY Ta BHUPILIIECHHS MNPOOJIEeM MEpeKeBUX HPUCTPOIB s
3a0e31eueHHs UTICHOCTI, KOH(IASHIIIHHOCTI Ta JOCTYIMHOCTI JaHUX 1 IPUCTPOIB.

Po3yMiloTh: K MpairoBaTH 3 TEXHOJIOTSIMH 3aXUCTY Ha KaHAJIbHOMY PIBHI.

MarwTb po3yMiHHSI: IPO TaKi MOHATTS, SIK: PO3pOOKa MOJITUKU OE3MEKH JIJIsI MEPEexi,
OI[IHKA ypa3auBOCTEN 1 00pOTHOA 13 3arpo3aMu MEPEXKHOT OE3MEKH.

MarTb 6230Bi pO3yMiHHS: PO OCHOBOIIOJIOXKHI TPUHIIMITH iH(POpMaIliitHOT Oe3meKu
HEOOX1ZAH1 ISl BCTAHOBJICHHS, YCYHEHHS HECHpPAaBHOCTEH 1 MOHITOPUHTY MEPEXEBUX
MIPUCTPOIB 3 METOI MIATPUMKH IITICHOCTI, KOH(IIESHIIMHOCTI 1 JOCTYMHOCTI JaHUX Ta
IIPUCTPOIB.

YMiTh: KepyBaTH MEPEKEBUMU MPUCTPOSIMH, 3IHCHIOBATH MOHITOPUHT aKTUBHOCTI
Mepexi, a TaKOK BUOMpPATH BIAMOBIIHE PIIICHHS JIJIS 3aXUCTY AAHUX 1 JOCTYIY.

Komnerenumii:

— 3100yBa4 CIPOMOXKHUN PO3POOUTH KOMITJIEKCHY MOJITHKY MEPEKEBO1 OE3MEKH;

— 3100yBay CIPOMOKHUN KOH(ITypyBaTH cUCTeMY 3arobiranns BTopruess (IPS);

— 3100yBa4 CIPOMOXKHUIM KOHQITYpYBaTH MPUCTPOI JTOKATBHOI MEPEXki ISl KOHTPOJIIO
JOCTYITy OIIOPY aTakaMm, 3aXUCTy MEPEKEBUX IPUCTPOIB 1 CUCTEM, a TAKOXK MIATPUMKHI
HITICHOCTI 1 KOH(D1IEHIIIHOCTI MEPEKEBOTO TpadiKy.

— 3100yBady CHPOMOKHUN BHSBJISATH 1 yCyBaTW MOTEHIIMHO HeOe3neyHi Micus y
KOMI'TOTEpPHUX CUCTEMax

— 3100yBad CIPOMOXHHI HaNAIITOBYBATH (DYHKIIOHYBAaHHS MIKXMEPEKEBHX E€KpaHiB
Ha pi3HUX piBHAX Mozeni OSI

— 3100yBady CIPOMOXKHHUI 3aCTOCOBYBAaTH CHMETPHYHI Ta aCHUMETPHUYHI alTOPUTMHU
mudpyBaHHA JaHUX.

— 3100yBad CIIPOMOKHUHN pO3pOOIIATH Ta BUKOPUCTOBYBATH CY4acH1 3aCO0M Ta METOAH
KpunTorpagiqyHoro 3aXucty iHpopmariii.



4. CTpyKTYypa KypCy

Mndpu O0csar
PH Buau Ta TeMaTHKa HABYAJIbHUX 3aHATH CKJIAI0BHX,
200UHU
JIEKII 40
Beryn

JIPH-1 Mera i 3aBAaHHS JUCHMILTIHY “ 3aXUCT iHPOpMaLii B KOMIT'IOTEPHUX 4

I[PH-Z’ cucteMax”.  3arajgbHa CXeMa IIpoIecy 3a0e3NeueHHs] Oe3MeKH.
[TopymieHHs KOMI'IOTEPHUX cucTeM. MeToau npoTuii
MOPYIICHHSIM.

Tema 1. IlporpamHe 3a0e3nmedyeHHs] 3aXHCTY B KOMII'IOTepPHHUX
cucreMax 6

JIPH-1 Komn'torepni Bipycm Ta mnpoOJeMH aHTUBIPYCHOTO —3axHCTY.

JIPH-3 Knacudikamis xkoMm'toTepHux BipyciB. JKHTTEBHI IIMKI BipyCiB.

OcHOBHI ~ KaHAamU  PO3MOBCIO/DKEHHS  IIKIIJIUBUX  MPOTpaM.

AHTUBIPYCHI IPOrpaMu Y KOMII IOTEPHUX CHCTEMAaX.

Tema 2. 3axuct indgopmauii y IP-mepexax

[Iporokon 3axucty enektponHoi momrtu S/MIME. Cucrema PGP.
APH-2, Iadpactpykrypa 3axucty Ha npukiagHoMmy piBHI. OCHOBU 1 THUNH 6
JPH-4 Mepesk VPN. 3aranbni BimomocTti mipo IPsec. Bimmanenuit mocrym.

Mepexi VPN Bignanenoro noctymny 3 Bukopuctanasm [Psec.

Tema 3. 3axucT HA KAHAJIBHOMY Ta CEAHCOBOMY PiBHSX.

JIPH-1, [Iporokonu ¢opMyBaHHS 3aXUIICHUX KaHAIIB HAa KaHAIBHOMY PiBHI: 6

JIPH-4 PPTP, L2F ta L2TP. [IpoTokomnu ¢opMyBaHHS 3aXHUILIEHIX KaHATIB Ha
ceancoBomy piBHi: SSL, TLS, SOCKS. 3axuct 6e3npoBiTHUX MEPEK.

Tema 4. Mertoan BuUSIBJIEHHA Ki0epaTak y KOMII'IOTEPHUX 6

JIPH-2 cHCTeMax. .

I[PH-?l Knacudikamiss kibeparak B Komm'roTepHux cucremax. Crek
nporokodiiB  IoT Merogu BusBienns DoS/DDoS arak B
KOMIT'I0TepHUX cucTemax Mepexkax loT.

Tema 5. lIpunuunu kpunrorpadgivyHoro 3axucry iHgopmanii

JIPH-1 CumeTpuuHi KpunTocucTeMu mu@pysanHsa. OCHOBHI p&KUMHU POOOTH 4

I[PH-6, Ta 0COOJMBOCTI 3aCTOCYBAaHHS OJIOYHOTO CHMETPUYHOTO aJTOPUTMY.
AnroputM  mudpyBaHHS DES. AwmepukaHcbkuil — cTraHAapT
mndpyBanHs AES. Cxema @eiicrens. [ludp Blowfish.

Tema 6. AcumerpuuHi mudgpu.
JIPH-6, Posnoninenns kmouiB o cxemi Hiddi-Xemnmmana. Kpunrorpadiuna 4
JAPH-7 cucrema RSA. Kpunrorpadiuna cucrema Onb-I"amans.

CyMicHe BUKOPHUCTaHHS! CHMETPUYHUX Ta aCUMETPUYHUX MHU(PIB.

JIPH-6 Tema 7. Merogu umm¢ppyBanHa indopmanii. CymicHe 4

I[PH-7, BUKOPUCTAHHSI CUMETPUYHUX Ta aCUMETPUUYHHUX MIU(PIB. AJITOpUTM
SHA-1. Xsm-pyHKuii 3 KiitoyeMm

80
JIABOPATOPHI POBOTH

JIPH-2, JlabopaTopna pobora 1.

JIPH-3 Jlocnimkenns 3 kibepOe3neku 10

JIPH-2, | JlaGoparopHa podora 2. 10

JIPH-3 JlocikeHHs! Bpa3IuBOCTEH Ta IHIIUICHTIB KiOepOe3neku

JIPH-4, JlabGoparopHa pobora 3.

JIPH-5 [porecu Ta 3actocynku Windows miis aHamizy QyHKIH MapipyTH3arii Ta 12
peectpy

JIPH-3, | JlaGoparopHa pooora 4. 12

JIPH-4 InenTudikariist cepsepiB Ha KoMmIoTepi 3 cucremoro Linux




O0csar
Hudpu
Buau Ta TeMaTHKa HABYAJIbHUX 3aHATH CKJIAJI0BHX,
JAPH
200UHU
JIPH-4, | JlabopaTopHa po6oTa 5. 12
JIPH-5 BincrexeHHs Mapuipyty
JAPH-3, | JlaGopaTopHa podoTa 6. 12
JPH-5 Buxopucranns Wireshark aiis anamizy Ta crioctepexeHHs 3a
TPUCTOPOHHIM pykocTrckanHsaM TCP
JIPH-6, | JlabopaTopHa po6oTa 7. 12
JAPH-7 Bukopucrannas Wireshark ms ananisy HTTP ra HTTPS tpadiky
PA3OM 120

4 TexuiuHe 0012 1HaHHSI Ta/a00 MPOorpaMHe 3a6e3neYeHHs
1.IlepconanpHuii KoM’ 10Tep a60 HOYTOYK 31 CTATUM JAOCTYIIOM A0 Mepexi [HTepHeT
2.AKTUBOBaHUM aKayHT YHIBEPCUTETChKOI moTH (student.i.p.@nmu.one) Ha

Oobic365.

3.AKTUBHHI OOJIKOBHH 3aMKC Yy CUCTEMI TUCTAHIIIIHOT ocBiTH Moodle.
4.Ilporpamue 3a0e3neYeHHS:

* [Tnatpopma Windows 10

* [Iporpamue 3a0e3neuenns Wireshark.

* [Iporpamue 3a0e3neuenns Oracle Virtual Box.

5. CucreMa oLiHIOBAHHSA TAa BUMOT'H

5.1. HaBuaJubHi JocATHeHHs 3700yBayiB BHUIIOI OCBITH 3a Pe3yJibTaTaMU BUBUCHHS
KYpCY OLIIHIOBATUMYThHCS 32 IIKAJIOK0, [0 HABEJEHA HUXKYE:

PeliTunrosa mkaia [HcTUTYMIHA TTIKana
90 -100 BIIMIHHO
75— 89 no0pe
60 - 74 3a]0B1JILHO
0-59 HE3a0BLILHO

5.2. MincymkoBa ouinka. 3700yBau BUIIOI OCBITU MOXKE OTPUMATH MiICYMKOBY
OIIHKY 3 HAaBYAJIbHOI JUCIUIUIIHM Ha TIJCTaBl MOTOYHOTO OI[IHIOBAHHS 3HAHb 32 YMOBH,
SKIIO HaOpaHa KUIbKICTh OaiB 3 MOTOYHOTO TECTYBAHHS Ta CAMOCTIHHOT pOOOTH CKIaaTUMe

He MeHIe 60 0aiB.

[ToToyHa YCHINIHICTH CKIAAAETHCS 3 OIIHOK 3a JICKIIHHY 4YacTUHY Kypcy Ta
nabopatopHuil npakTukyM. OTpumani Oanu TOAAIOTHCS 1 € TIJCYMKOBOI OIIIHKOIO 3a

BUBUYCHHS HABYAJIBHOI JUCIUIUTIHU. MaKCUMaJbHO 32 TMOTOYHOIO YCIIIIHICTIO 3100yBad
BHIIOT OCBITH MOe HaOpaTu 100 GariB.

MaxkcumanbsHe OHiHIOBaHHHZ

Teoperuyna IIpakTH4Ha YacTHHA Pazom
YyacTHHA IIpu cBo€yacHomy Ilpu
CKJIAJAHHI HECBOEYACHOMY
CKJIAJAHHI
40 60 50 100




JlaboparopHi poOOTH MPUUMAIOTHCS 332 KOHTPOJBHUMH 3aIUTAHHSIMHU JIO0 KOXKHOI 3
poboTHu.

TeopeTnuHa yacTHHA OLIHIOETHCA 3a pe3yJbTaTaMM 3/aul 3alliKy, SKHUM MICTUTH 2
MTUTAHHS.

5.3. Kpurepii oiHIOBaHHS TeOPEeTUYHOI YACTHHH KYPC.

Po6oTa moBrMHHA MICTUTH PO3TOPHYTI BIJIMOBIII HA JIBa MUTAaHH Oi1eTy. SIKIo podota
BUKOHYETBCSI Y JIMCTAaHUIMHOMY pEXKHMI, TO BUJadya HOMEpYy OileTa HpOXOJIUTh Yepe3
cuctemy MS Teams y 3a3HaueHId BHMKJIaJayeM TIpyIi CIOUIKyBaHHA. B TakoMy pexumi
BUKOHaHa po0OOTa MUILIEThCS BPY4YHY, GoTorpadyeThCsi Ta BIACHIAETHCA HE EIECKTPOHHY
NOIITY BUKJIAJaya Yy BIPOJOBX BCTAHOBJICHOI'O BHKJIaJauyeM dYacy. 3a BUKOHaHY poOOOTYy
HapaxoBYIOThCS Oau:

40 6aniB — 1aHa pO3ropHyTa BIAMOBIAL HA JABA TUTAHHS.

30 6axiB — gaHa po3ropHyTa BIANOBIIb HA OJTHE TUTAHHS, aJI€ € TOMUJIKU MPU PO3TIISIL
IHIIIOTO TUTaHHA, 200 € HECYTT€ER1 MOMIJIKH Y BIJMOBIJAAX HA JBA MUTAHHS.

15 0axaiB — ABa MOBHA BIAIIOBIAL HAa OJHE MUTAHHS a00 Ha JBa MUTAHHS 31 3HAUYHUMU
MTOMHJIKAMH.

S 6aJiB — BiMOBIAb HA OJJHE MUTAHHSA 13 3HAYHUMH TOMUITKAMHU.

0 GaJiB — BIANOBIJI HA MUTAHHS B1ICYTHI a00 MOBHICTIO HEBIpHI, a00 poOoTa 31aHa
HECBOEYACHO.

6.4. Kpurepii ouiHIOBaHHS 3BiTY 3 IPAKTHYHOI po0OTH.

3 KO’KHOT MPaKTUYHOI poOOTH 3/100yBay BUILOT OCBITH OTPUMYE 6 3alTUTaHb 3 IEPETIKY
KOHTPOJIbHUX 3alnuTaHb. BiAMOBIAr HAa NHUTaHHS OIIHIOEThCS MakcMMalbHO y 1 Oamn,
PUUOMY:

— 1 6aJ — BIAMOBIIb BipHA:

— 0,5 0ana — BIANOBIAL BipHA, ajie HE IOBHA; BIJMOBIIb BipHA, aj€ MICTUTH
HETOYHOCTI Ta/ab0 MOMMIIKH,

— 0 fauiB — BiIMOBIIH HEBIPHA.

MaxkcumanbHa OIliHKa 32 po0oTy ckjaaae 6 Oamis.

6. IMoaiTuka Kypcy

6.1. ITosiTuka Mmoo akaaeMiuHOl 100poUecHOCTI

AxkaneMiuHa M0OpOYECHICTh 3700yBaviB BHINOI OCBITH € Ba)KJIMBOIO YMOBOIO JIJISI
OTMaHyBaHHs pe3yJbTaTaMU HABUAHHS 3a JUCIUILUIIHOKO 1 OTPUMAaHHS 3aJI0BUIBHOI OIIHKH 3
MOTOYHOTO Ta MIJACYMKOBOI'O KOHTPOJIB. AKajeMiyHa J0OpOYECHICTh O0a3zyeThCcsi Ha
3aCyPKeHHI TIPAKTUK CIHCYBaHHS (BUKOHAHHS MUCHbMOBUX POOIT 13 3aTydeHHSIM 30BHIIIHIX
JpKepen 1HQopmarlli, KpiM JO3BOJICHHX [JJs BUKOPHUCTaHHA), IUIariaTy (BIATBOpPEHHS
OImyOJIIKOBaHMX TEKCTIB I1HIIMX aBTOpIB 0Oe3 3a3HayeHHs aBTOpcTBa), (abpukarii
(BuramyBaHHS TaHUX 49M (DAKTIB, IO BUKOPUCTOBYIOTHCS B OCBITHhOMY Tpotieci). [TomiTrka
IOJI0 aKaJeMidHOi JTOOPOYECHOCTI periaMeHTyeTbes mojokeHHsM "[lomoxeHHs Tmpo
CUCTEeMY 3aro0iraHHs Ta BUSIBJICHHs Iuiariaty y HamioHanbHOMY TEXHIYHOMY YHIBEPCUTETI
" JIHITpOBCHKA noJTiTeXHiKa'". http://www.nmu.org.ua/ua/content/activity/us_
documents/System_of _prevention_and_detection_of_plagiarism.pdf.

Y pa3i mopymieHHs 3100yBayeM BHINOi OCBITH akaJeMIyHOI JTOOPOYECHOCTI
(cnucyBaHHs, Tutariat, ¢alpukailis), poOOTa OIIHIOEThCA HE3aJ0BUIBHO Ta Mae OyTH
BUKOHaHa TOBTOpHO. [lpn mpomy BHKIamay 3aiuimae 3a coOOI0 MPaBO 3MIHUTH TEMY
3aBJIaHHS.

6.2. Komynikauiiina nosxiruka

3100yBaul BULIOT OCBITH MOBUHHI MaTH aKTUBOBAHY YHIBEPCUTETCHKY MOIITY.

VYci muchMOBI 3alMTaHHS /10 BHKJIAJadiB CTOCOBHO KypCy MalOTh HAJCHUJIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY TOIITY.



6.3. IlogiTuka MO0 NMepecKJIaTaAHHS

Pob6otu, siki 37a10ThCs 13 TOPYIICHHSM TEPMiHIB 0€3 MOBXHUX MPUYUH OLIHIOIOTHCS
HAa HWKYY OLIHKY. IlepecknamanHs BigOyBaeThCcs 13 JO3BONY JEKaHATy 3a HAasSBHOCTI
MOBAXHUX MPUYMH (HAPUKIIA[, JIIKAPHSIHUM).

6.4. BinBinyBaHHs 3aHATH

Jls1 3mo0yBaviB BUIO1 OCBITH JICHHOI ()OPMH Bi/IBIyBaHHS 3aHATH € 00OB’SI3KOBUM.
[ToBakHMMHM TIPUYMHAMH JIJIST HESIBKA HA 3aHATTS € XBOpoOa, y4acTh B YHIBEPCHUTETCHKHX
3ax0/1ax, aKaJeMiuHa MOOUIbHICTb, SIKI HEOOXIJHO MIATBEPIKYBaTH NOKyMeHTamH. IIpo
BIJICYTHICTb Ha 3aHATTI Ta MPUYUHHU BIJICYTHOCTI 37100yBa4 BHUIIO1 OCBITH Ma€ MOBITOMUTH
BHKJIa/1auya abo 0coOuCTO, ab0 "epe3 CcTapocTy.

3a 00’€KTHUBHUX MPUYUH (HANPUKIAJ, MIKHApOJHA MOOLIBHICTh) HABYAHHS MOXE
B110yBaTUCh B OH-TIAalH (DOPMI1 32 MOTOIKEHHSIM 3 KEPIBHUKOM KYpCY.

6.5. [MosiTHKA 11010 OCKAPKEHHS OLWIHIOBAHHS

SAxio 3100yBay BHINOI OCBITH HE 3TOJIEH 3 OIIIHIOBAaHHSM MOr0 3HaHb BIH MOXE
ONPOTECTYBATH BUCTABJIICHY BUKJIA/Ia4€M OIIHKY Y BCTAHOBIICHOMY TOPSIIIKY.

6.6. 3100yBavyOIEeHTPOBAHM A MiIXi

Jlns BpaxyBaHHSI IHTEpECiB Ta MOTped 3100yBadiB Ha IMOYATKy BUBYEHHS KYpCY
3100yBayaM BUIIOI OCBITH MPOIMOHYETHCA BIANOBICTU y cucteMi Moodle Ha HU3KY MUTaHb
o0 iH(opMaliiiHOro HamoBHEHHS Kypcy. BinmoBigHO 10 pe3yibTaTiB ONUTYBaHHS
(hopMyeThCS TPAEKTOPisl HABYAHHS 3 ypaxXyBaHHSM MMOTPeO 37100yBadiB.

[lin yac HaBuaHHs 37400yBauM peaji3ylOTh CBOE MPaBO BUOOPY 1HAMBIAYaTbHUX
3aB/IaHb Ja0OpPaTOPHUX POOIT.

Hamnpukiniii BUBYEHHsI Kypcy Ta Tepe] MoYaTKoM cecii 3700yBadyaM BHUIIOI OCBITUM
MIPOTIOHYETHCS aHOHIMHO 3alIOBHUTH Y cucTeMi Moodle eeKTpoHHI aHKETH JTsI OI[IHKH PiBHS
3aJIOBOJICHOCTI METOJaMU HAaBYAHHS 1 BUKJIQJAaHHS Ta BpPaXyBaHHS IPOIIO3HINA CTOCOBHO
MOKPAICHHS 3MICTY HABYAJIBHOI MUCIUIUIIHU. 3a pe3ylbTaTaMH ONHMTYBAHHS BHOCSITHCS
BIJIMOB1/THI KOPEKTHUBH Y poOOUy MporpaMmy Ta cuiadyc.
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